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Abstract. Blind quantitative steganalysis is about revealing more details about 
hidden information without any prior knowledge of steganograghy. Machine 
learning can be used to estimate some properties of hidden message for blind 
quantitative steganalysis. We propose a quantitative steganalysis method based 
on fusion of different steganalysis features and the estimator relies on gradient 
boosting. Experimental result shows that our proposed method has good 
performance for quantitative steganalysis.  
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1   Introduction 

Steganography is an art of hiding secret message in natural images. In contrast, 
steganalysis is developed to break steganography by detecting weather the image has 
been modified to embed secret message or not. Steganalysis generally falls into two 
categories: specific steganalysis and blind steganalysis. Specific steganalysis tracks 
the trace left by a particular algorithm [1] [2], and it is able to detect the relative 
length of the hidden message that is embedded by certain steganography algorithm. 
The latter is based on pattern recognition and supervised learning, and it needs no pre-
knowledge of the embedding method. Since the detection of hidden message can be 
regarded as a binary classification problem, it provides us with a detection result 
about whether the candidate image is an original image, or a stego image (embedded 
with secret message by certain embedding method). Besides, details of the embedding 
are as valuable as detection result. When we need more details about stego image 
after steganalysis detection, rather than using specific method, it is also suggested to 
cover the task of estimating detailed information in a framework of blind quantitative 
steganalysis. Blind quantitative steganalysis can serve as the extension of detection 
and require higher accuracy. This is the motivation for us to develop the blind 
quantitative steganalysis method.  

Traditionally, quantitative steganalsis is a sequential result of specific steganalysis. 
As proposed in [3], embedding model that characterize F5 and Outguess are 
respectively built to achieve quantitative steganalysis and detecting. This situation 
changed when modern steganalysis method takes advantage and shown its superiority 



due to powerfull feature sets and machine learning. In [4], Pevný et al proposed a 
method that uses SVR (support vector regression) as estimator and input PEV-274D 
features [5] to estimate change rate of stego image. So far there are few works on 
blind quantitative steganalysis. However, this issue holds a special sense in this field. 
After detection, we need more quantitative details for further analysis, such as 
message embedding rate (bit per none-zero AC coefficient), which is related to the 
length of secret message in stego image. And it is known to us that higher embedding 
rate will bring on more artifacts in stego image, and result in more diversity as 
features present. The confidence of detection result is comparatively higher for stego 
image with higher embedding rate than that with lower one for any steganalysis 
method. Quantitative steganalysis in this paper can be described as solving ( | )E x , 

where x  is feature of image and   is the corresponding embedding rate. Since x 
is a high dimension feature and we have no prior knowledge about distribution 

( | )p x   or ( )p  , we are unable to solve ( | )p x  by Bayesian method. Instead, in 

this paper we focus on blind quantitative steganalysis method to estimate the 
embedding rate of stego-images. 

The rest of this paper is organized as follows: In Section 2, an overview of our 
method is presented. In Section 3: three kinds of features in our experiment are 
introduced. In Section 4, we propose our feature fusion method based on subspace 
and meanwhile give a brief introduction to gradient boosting which was used in our 
method as an estimator. Section 5 includes a description of our experiment and an 
analysis for experiment result. Finally a conclusion was drawn in Section 6. 

2   Overview of Proposed Method 

Our proposed blind quantitative steganalysis consists of 3 significant aspects: 
extracting features of image, fusing features and estimating by gradient boosting. The 
procedure of our Blind quantitative steganalysis is illustrated in Fig. 1: Firstly we 

extract different features of image and concatenate them to nx R . Secondly 

subspace method is used to fuse features: ' ,kx x R k n   . Finally a trained 

Gradient boosting is used as an estimator to map the fused feature to result: 
'x R  .  
 
 
 
 
 
 
 
 
 
 

Fig. 1. Flow chart of our method 
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Several works on extraction of image features for JPEG image steganalysis have 
been proposed, such as Shi’s Markov feature [6], PEV-247D feature [5]. Inspired by 
these ideas, in this paper we propose another set of Markov features: differential 
calibration Markov features. Generally we hope the feature set more representative. 
Different feature sets may offer different information to train a classifier. Thus a 
fusion of these feature sets is a straightforward method to enhance the accuracy of 
quantitative steganalysis. Although combining different feature sets can preserve 
more statistical information about candidate image than any single feature set, 
optimization about the feature combination is also considered here to overcome the 
over learning problem caused by high dimension. To incorporate advantages of 
different features, we adopt fusion approach to reduce the final feature dimensionality 
and meanwhile preserve more useful information. In particular, we focus on finding a 
lower subspace to keep the useful information and exclude useless component. 
Therefore in this paper, we proposed a subspace method to fuse different features 
together for quantitative steganalysis. And we will show that how our method 
improved the accuracy of estimation. 
   After fusion, fused feature is input to the estimator trained by regression to 
calculate final result. Gradient boosting [7] is a regression algorithm that is based on 
additive model [8]. We apply gradient boosting as a key part for our proposed method. 
Gradient boosting combines weak learners in an additive manner to construct a 
complex estimator. A flexible learner can fit well on training data, but sometimes may 
fail because of over-learning. For this problem, we adjust the parameters of gradient 
boosting to balance both sides and at the mean time reduce the feature dimensionality 
by subspace feature fusion. Next section describes the features used in the first step of 
our method. 

3   Feature Set for Quantitative Steganography 

Features which are extracted from candidate images are basic information in 
analysis. In steganalysis, features are usually higher order statistics of image 
properties. We combined two sets of proposed steganalysis features and our modified 
features for quantitative steganalysis. The first two proposed feature sets were named 
as markov feature [6] and PEV-247D [5], and our modified features named as 
differential calibrated Markov feature. They are introduced in this section. 

3.1   Markov and PEV-247D Features 

Markov feature was first proposed by Shi in [6]. Markov feature is extracted from 
JPEG coefficient array of image. It first takes absolute values of coefficient array and 
forms differential arrays in 4 directions: horizontal, vertical, diagonal, mirror diagonal. 
Elements of these four coefficient arrays, larger (or smaller) than predefined threshold  
T  (or T ), will be set to T  (or T ). Therefore the elements of these arrays range 
from T  to T . In 4 directions, variation between adjacent coeficients can be 
viewed as a Markov process. For 4T  , the 9 9  Markov transition matrices of 



coefficient arrays in 4 directions are computed as Markov feature. The dimensionality 
of this feature set is 324. 

The PEV-274D feature set we applied is a 274D set proposed by Pevn´y et al in [5] 
for JPEG image steganalysis. The calibration used in this method is important for 
extraction of feature set. Calibration is a procedure of generating calibrated image  
from candidate image. It first cropping several rows and columns of candidate image 
and then recompresses it to a normal JPEG image using JPEG quantitize matrix of 
candidate image. After calibration, several features of JPEG coefficient, include 
histogram, co-concurrence matrix and markov feature, are respectively extracted from 
the candidate image and its calibrated image, and ultmately they are substracted to 
form PEV-274D feature. PEV-274D feature was used as quantitative steganalysis 
feature in [4], and achieved nice performance. 

These feature sets were successfully applied to detect stego image in experiment. 
They are considered to be effective for blind JPEG image steganalysis, hence we 
include them in our feature set. 

3.2   Differential Calibrated Markov Feature 

Calibrated Markov feature [6] indicates the difference between origin image and stego 
image at the global level. Considering inter-block difference, we proposed differential 
calibration Markov features to capture the inter-block variance of image in four 
directions.  

When extracting features in the horizontal direction, we only consider the change 
of JPEG coefficient in horizontal direction. Thus in the second step, it should crop the 
first   columns of pixel in spatial domain, and then compress to JPEG coefficient 
with the same quality factor. Differencing this jpeg array with image’s JPEG array in 
horizontal direction, and extracting its Markov feature, we have differential 
calibration markov features in the horizontal direction. 

For the other 3 directions, in the spatial domain, it crops the first   rows of pixels, 
the first   columns and rows of pixels, first   rows and last   columns of pixels, 
and then respectively makes difference of two JPEG arrays in 3 directions. As 
described above, differential calibration Markov features in these 3 directions can be 
extracted in similar procedure as follows:  

1 2( )iM J J       , , ,i h v d m  

1 2J J denote difference of jpeg coefficient array of candidate and calibrated image in 

4 directions. And we select difference step 1, 2,3  , thus we have 3 81 4 972D    
differential calibrated Markov features.   

These 3 type of feature sets are used in this paper. Before we conduct feature fusion, 
we combine them to a combined feature up to 324+274+972=1630D. They are 
prepared for fusion by subspace method described in the following section. We argue 
that this 1630D feature set is sufficient to reflect embedding rate, and is competent for 
our quantitative steganalysis. 



4   Model for Blind Quantitative Steganalysis 

4.1  Subspace Feature Fusion for Blind Quantitative Steganalysis 

Naturally, combining different feature sets to a higher dimension feature set is a 
possible solution for preserving more information. Since regression aims for finding a 
function that maps the features to its label value, it is promising to achieve higher 
accuracy with more features, especially when they are complemental. But there are 
some problems: after that simple concatenation, in the whole feature set, there may be 
some redundant or ineffective components that decrease the detection accuracy of 
steganalysis system. For a limited number of training samples, high dimension 
features may cause over-learning. Therefore, the feature fusion strategy is needed to 
overcome these defects. It is desirable if we can reduce the dimensionality of the 
combined feature set by keeping the useful features while skipping the redundant or 
ineffective components. We adopt the subspace method to feature fusion for its 
robustness and easy implementation. As a feature fusion method, subspace method is 
popular in dimensionality reduction. Many researchers have developed different 
subspace methods, such as PCA [10] and LDA [11]. Both methods are successful in 
many classification applications [12]. However, as our own concern, we want to find 
a subspace for quantitative steganalysis, and project high dimension feature to this 
subspace and fuse different feature sets. Hence we developed a specific solution for 
our own problem based on this method. 

As proposed in previous section, original features extracted from image are 
concatenated to a combined feature set. The combined feature set distributes in a 
space with high dimensionality. This space can be decomposed into two 
complementary orthogonal subspaces L1 and L2. We hope the components in L1 are 
correlated to label value so as to be helpful for estimation. It is a key point how to 
construct L1 subspace. In another word, how to find basis of L1 subspace. This 
problem can be converted to supvised learning. We solve it in a numerical 
optimization way. 

Consider a common case: to fit the feature of samples to its corresponding label, a 
linear multi-varieble function can be found by solving an objective function ( )OF  . 

Simply we know that a single linear function can hardly deal with more complex 
cases. Since the prototype feature data is not always linear, we will lose some 
information in residual subspace. It is proper to assume that non-linear properties of 
input samples can be retained in features of higher dimension than 1D. Considering 
continuously mining information in residual subspace, the second base vector can be 
found by optimizing objective function ( )OF   in residual subspace. Furthermore, if n 

base vectors were found, it keeps on searching for the (n+1) th base vector in residual 
subspace which is orthogonal to the previous n base vectors. In this way we can 
further figure out remaining base vectors till all k base vectors have been found. This 
problem is easy to be converted to an orthogonal constrained optimization as follows: 

 Find k  base vectors 
1 2, ,... ka a a  of  L1 subspace:  
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1

arg min ( , , )
N

i i
a i

a OF a x y
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arg min ( , , )
N

j i i
a i

a OF a x y


     

                  
1 2 1. 0 , 0 ...... 0 .T T T
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                   End 
While T

ja denotes the transpose of  j th vector, ( )OF   the object function, ,i ix y  

the feature vector of i th sample and label value, and N the number of training 
samples. 

Constrained equations indicate that the m th searching step is carried out in a 
subspace which is complement and orthogonal to the subspace spanned by previous 
m-1 base vectors. Similar approach such as CCA [11], based on linear combination, 
uses linear function to present the correlation of two sets of multi-variable. This kinds 
of subspace method could be interpreted as finding a manifold that maps the feature 
to a space of lower dimension. Here we actually confine the manifold to linear type.  

In this paper, we use squared difference function as object function. Square 
distance function is a simple function in the form of 2( , , ) ( )TOF a x y a x y  . Since the 

factor 2

1

N

i
i

y

  is a constant value, for N samples :  

1 1 1

arg min ( , , ) arg min ( ' ' ) 2 '
N N N

T T T
i i i i i i

a ai i i

OF a x y a x x a a x y
  

    
 

Solve all the base vectors 
1 2, ... ka a a  in k  iterations, Finally, subspace 

1 21 ( , ,... )kL span a a a . A feature vector x  can be transferred to fused feature by the 

projection to subspace. 
It is essential to select k  to preserve useful information and discard useless 

components as much as possible. 

4.2   Estimate Embedding Rate  

4.2.1   The Goal of Regression 
In quantitative steganalysis, it is reasonable to assume there is a relationship between 
features and embedding rate. Therefore we can estimate embedding rate from features 
by a model. Based on machine learning, regression builds this model by training data. 
Finally we obtain an estimating function that maps feature to an embedding rate value 
which we take as the estimation result.  

To be general, we do not require any knowledge of the feature. But we should have 
training samples with their label values already known. By training on these samples, 
regression algorithm automatically finds a function to estimate the embedding rate 
value by using the features. In this way it builds the relationship between features and 
embedding rate in form of a multi-variable function ( ) , nf x y R x R   . In fact, 



before using regression scheme to estimator, we fused our features. It means that 
finally the estimation function maps ,kx R k n   to a real value R  .  

The regeression method depends on some basic concepts. It searches that function 
by minimizing an objective function. Let ( , )L x y  be a loss function with two 

variables [7]. This function only takes positive value and ( , ) 0L x y  , if and only if 

x y . Here ( , )L x y  indicates the difference between two real values.  

Set an objective function ( ( ( , ( ))))X YE E L Y F X ，we need to find a function  
( )F X  that satisfies:                                      

 
(1) 

 
with N samples: 

                                                                            
(2) 

 
Thus: ~

( )( ) arg min ( , ( ))
N

F X i i
i

F X L Y F X                    (3) 

4.2.2   Gradient Boosting 
There are some available solutions for (3), and Gradient boosting is a feasible one. 

Gradient boosting was first proposed by Friedman and Hastie in [7]. It implements the 
Gradient descend-like process by adding a weak learner in each step. Iteration makes 
the estimator converge to the one with higher accuracy than any single weak learner. 
Ultimately we can obtain a function corresponding to the minimal value of the 
objective function.  

It is practical to use regression tree as weak learner, and in each step we fitting 
regression tree to current partial deviation of object function on ( )F X . 

The algorithm is described as follows: 
1. 

0 1
arg min ( , )

N

ii
F L y 


   

2.  For 1m   to M  do 
3.  Fitting weak learner ( )m ih x  to 
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1, 2,3...i N   denote the sample’s index 

4. 2

1

arg min ( ( ) ( ) )
N

m b i m i i
i

b F x bh x y


    

5. ( ) ( ) ( )m mF x F x b h x   

6. end 
  is a shrink factor which shorten the step length to avoid stepping in local 

minimum point in searching steps.  
Although we do not know how to design best loss function ( , )L x y for this problem 

since we do not have any details about ( | )p x   and ( )p  , we found that squared 

~

( )( ) argmin ( ( ( , ( ))))F X X YF X E E L Y F X

( , ( )) ( ( ( , ( ))))
N

i i X Y
i

L Y F X E E L Y F X



difference function 2( )x y  is proper for our task after several testing. In this paper, 

we use regression tree as weak learner and squared difference function as loss 
function in Gradient boosting. It should be noted that the depth of trees is controled to 
avoid overlearning in each step. 

5   Experimental Results 

We test our method on the UCID [13] image database.  There are 1382 natural 
images of resolution 512 384 , This database was divided into two parts: one training 
set having 854 images, and the rest 484 images as testing set. Respectively we embed 
message with 0% (cover), 4%, 5%, 6%, 7%, 8%, 9%, 10%, 11%, 12% embedding rate 
in these two sets by 4 different embedding methods: MB1, MB2, F5, and Jsteg. Thus 
for each embedding method, we have 854  10 8540   samples for training, and 
484  10 4840   for testing. Initially we extract Shi’s Markov features, PEV-274D 
features, and differential Markov features (step =1, 2, 3). Then we combine them to 
one feature set of 1630D, and project it to a 300D subspace using the method 
described in Section 2. Actually after projection we have features of 300D for each 
sample in training and testing using gradient boosting. It is arguable that this method 
can also deal with any larger range of embedding rate as well if more training samples 
of higher embedding rate are collected, since density of features between different 
embedding rate is main factor that affect final result. 

Experiment result shows that: among all single feature sets, PEV-274D feature  
has best performance when SVR is used as estimator. Thus, in this experiment we 
take the result of PEV-274D features and SVR to make a comparison with our 
gradient boosting and subspace feature fusion method. To make an objective 
comparison, we add other two schemes: PEV274 feature with Gradient boosting, and  
combined 1630D feature (with out feature fusion) with Gradient boosting. In top 
columns of Table 1-4, mean value of estimation result of different embedding rate is 
given to show that：these methods are unbiased estimations respect to ground truth 
displayed in the first column of Table1-4. Average absolute deviation, which is 
described in (4), is also given in Table 1-4. It indicates the absolute error between 
estimated value and ground truth, and is used as the criterion to evaluate the accuracy 
of testing result in different embedding rate. 

1

1
( )

kN

i i
ik

Y F X
N 

                  (4) 

Where 
kN  denotes the number of testing samples at embedding rate k, in this 

experiment 484kN  . Table 1-4 are our experiment results. We made a comparison 

between our feature fusion method and single feature set method.  
 

MB1 
 
Ground 
truth 

Mean  

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0198 0.0120 0.0372 0.0139 



0.04 0.0479 0.0427 0.0566 0.0459 
0.05 0.0545 0.0519 0.0615 0.0541 
0.06 0.0616 0.0611 0.0664 0.0620 
0.07 0.0679 0.0699 0.0716 0.0698 
0.08 0.0762 0.0791 0.0770 0.0778 
0.09 0.0826 0.0871 0.0809 0.0847 
0.10 0.0891 0.0951 0.0857 0.0914 
0.11 0.0962 0.1017 0.0888 0.0975 
0.12 0.1028 0.1063 0.0931 0.1017 

MB1 
 
Ground 
truth 

Average Absolute 
Deviation 

Average Absolute Deviation 

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0236 0.0140 0.0373 0.0168 
0.04 0.0164 0.0180 0.0206 0.0165 
0.05 0.0151 0.0170 0.0177 0.0160 
0.06 0.0149 0.0156 0.0154 0.0157 
0.07 0.0152 0.0157 0.0141 0.0147 
0.08 0.0150 0.0152 0.0137 0.0133 
0.09 0.0160 0.0146 0.0147 0.0135 
0.10 0.0176 0.0127 0.0168 0.0131 
0.11 0.0192 0.0115 0.0218 0.0145 
0.12 0.0218 0.0143 0.0269 0.0185 

Table. 1: Test result of estimation accuracy on MB1 stego images 
 
 
 
 
 

 
MB2         Mean  

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0128 0.0110 0.0307 0.0166 
0.4 0.0457 0.0429 0.0541 0.0470 
0.5 0.0528 0.0516 0.0594 0.0545 
0.6 0.0615 0.0611 0.0658 0.0632 
0.7 0.0685 0.0698 0.0713 0.0696 
0.8 0.0755 0.0779 0.0762 0.0762 
0.9 0.0851 0.0873 0.0829 0.0835 
0.10 0.0917 0.0944 0.0875 0.0888 
0.11 0.1004 0.1011 0.0929 0.0943 
0.12 0.1070 0.1059 0.0962 0.0987 



MB2        Average absolute deviation 

SVR+ 
PEV274 

Our Method Boosting+ 
PEV274 

Boosting 
+1630D 

0 0.0190 0.0129 0.0309 0.0173 
0.4 0.0154 0.0166 0.0192 0.0151 
0.5 0.0145 0.0145 0.0164 0.0139 
0.6 0.0146 0.0141 0.0153 0.0143 
0.7 0.0146 0.0139 0.0145 0.0119 
0.8 0.0151 0.0143 0.0137 0.0118 
0.9 0.0148 0.0135 0.0135 0.0122 
0.10 0.0163 0.0121 0.0151 0.0136 
0.11 0.0174 0.0113 0.0179 0.0162 
0.12 0.0186 0.0141 0.0238 0.0213 

Table. 2: Test Result of estimation accuracy on MB2 stego images 
 

Jsteg         Mean  

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0081 0.0011 0.0183 0.0094 
0.4 0.0440 0.0409 0.0476 0.0472 
0.5 0.0523 0.0496 0.0551 0.0548 
0.6 0.0607 0.0582 0.0634 0.0626 
0.7 0.0698 0.0688 0.0717 0.0711 
0.8 0.0779 0.0793 0.0785 0.0799 
0.9 0.0861 0.0891 0.0853 0.0883 
0.10 0.0951 0.0988 0.0920 0.0961 
0.11 0.1035 0.1077 0.0978 0.1021 
0.12 0.1121 0.1137 0.1033 0.1065 
Jsteg         Average absolute deviation 

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0156 0.0015 0.0195 0.0094 
0.4 0.0139 0.0086 0.0155 0.0095 
0.5 0.0138 0.0081 0.0149 0.0071 
0.6 0.0134 0.0088 0.0141 0.0071 
0.7 0.0137 0.0101 0.0132 0.0076 
0.8 0.0137 0.0100 0.0132 0.0080 
0.9 0.0142 0.0092 0.0128 0.0077 
0.10 0.0138 0.0088 0.0127 0.0066 
0.11 0.0146 0.0070 0.0139 0.0081 
0.12 0.0149 0.0069 0.0168 0.0134 

 



Table. 3: Test Result of estimation accuracy on Jsteg stego images 
 

F5         Mean  

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0301 0.0240 0.0530 0.0310 
0.04 0.0482 0.0472 0.0614 0.0510 
0.05 0.0534 0.0537 0.0637 0.0564 
0.06 0.0580 0.0593 0.0663 0.0615 
0.07 0.0659 0.0699 0.0699 0.0702 
0.08 0.0722 0.0767 0.0726 0.0766 
0.09 0.0773 0.0834 0.0750 0.0819 
0.10 0.0825 0.0888 0.0768 0.0868 
0.11 0.0887 0.0956 0.0793 0.0931 
0.12 0.1006 0.1047 0.0845 0.1018 

F5  Average Absolute Deviation 

SVR+ 
PEV274 

Our Method Boosting+
PEV274 

Boosting 
+1630D 

0 0.0353 0.0251 0.0530 0.0314 
0.04 0.0240 0.0236 0.0243 0.0184 
0.05 0.0228 0.0225 0.0197 0.0167 
0.06 0.0227 0.0212 0.0169 0.0153 
0.07 0.0222 0.0206 0.0150 0.0136 
0.08 0.0229 0.0190 0.0156 0.0198 
0.09 0.0245 0.0180 0.0189 0.0146 
0.10 0.0264 0.0176 0.0243 0.0178 
0.11 0.0283 0.0168 0.0309 0.0201 
0.12 0.0280 0.0155 0.0356 0.0221 

 
Table. 4:  Test result of estimation accuracy on F5 stego images 

 
By comparing the experimental results in Table 1-4, it is obvious that: the mean 

values of estimation in different embedding rate approximate to ground truth for these 
steganographic methods. In another word, these method are unbias estimation. As 
numbers in bold face in column, mean values of our method are closer to ground truth 
for most parts. While average absolute deviation is a criterion to indicate the accuracy 
of method, lower average absolute deviation correspond to higher accuracy. In terms 
of that, performance of our proposed method and Boosting+1630D are better than 
other method for part of MB2 and all part of F5, Jsteg. From Table 1-4, it can be seen 
that although the proposed method has no promotion in average absolute deviation 
compared to Boosting+1630D with out fusion, it outperform other for its mean value 



is closer to ground truth for most part, especially for MB2, MB1 and F5, as numbers 
in bold face indicate in Table 1-4. This result proves a fact: for any stego images, 
combined feature with higher dimensionality and feature fusion respectively 
improved deviation and bias. In another word we excluded useless component by 
subspace feature fusion before estimating, and consequently refined data and 
alleviated the over-learning problem caused by feature combination. It is 
understandable that feature fusion successfully removed useless components of 
feature sets, and distinctly improved the performance of our quantitative steganalysis 
system.  

Fig. 2-5 are distributions of error of both methods on MB1 and F5. We observed 
that error of our method comforms to Laplace distribution, while that of other method 
conforms to Gaussian distribution. For MB2 and Jsteg, the conclusions also stand. 
This phenomenon is probably related to the structure of the estimator. However, how 
the feature or learning strategy affect error distribution or its parameter is yet unknow. 
As we can see in Fig. 2-5, error distribution of two methods are symmetric and 
centers at zero, and for our method, they are denser than that of other method. It is 
remarkable that error distributions of F5 have large variance. These properties are 
consistent with experimental result. 
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Fig.2 Error distribution of Feature fusion+ boosting on F5 
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          Fig.3 Error distribution of PEV247 feature+ SVR on F5 
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      Fig.4 Error distribution of Feature fusion+ boosting on MB1 
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       Fig.5 Error distribution of PEV247 feature+ SVR on MB1 



6   Conclusions 

Quantitative steganalysis holds a special role in steganalysis. Estimation of the 
embedding rate of a stego image is an important task for stego-image in applications. 
In this paper we have proposed a novel method for blind quantitative steganalysis. We 
have used gradient boosting for quantitative steganalysis and used a subspace method 
to fuse different steganalysis features. Experiment in four kinds of stego image have 
demonstrated that our method has better performance. This proves that: (1) regression 
with boosting is effective for quantitative steganalysis. (2) different feature sets can be 
fused to enhance performance of quantitative steganalysis system if proper fusion 
scheme is applied. Besides, quantitative steganalysis has more applications in future, 
such as algorithm evaluation. Thus it is advisable to intensively check each kind of 
stego image and take further researches on quantitative steganalysis.  
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